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Web Cams

Web camearas (web cams) can be connected to aimost any home computer. They are regularly used to
capture and send images or live video stream whilst chatting to other internet users. If operated
appropriately, they are a great way to stay in contact with family and friends.

it is important to understand that web cams can take on a variety of forms. Technolegical advances
have enabled many other devices to be used for this purpose, including digital cameras, phones or
gaming devices connected to gaming consoles. Some of the latest generation of laptops have web
cams built into the monitor screen.

Predators seek out and chat to children with web cams and can place enormous pressure on them
{even blackmail them) to transmit indecent images of themselves. It is also very common for predators
o use web cameras to transmit images of themselves performing sex acts,

Once a child has transmitted an indecent Image across the internet, that image can be saved or
uploaded to the internet for public viewing. It is all but Impossible to remove the image as it can be
copied and downloaded ofien hundreds of thousands of times.

Parenis should carefully consider the implcations of allowing their children to have unsupervised
access to web cameras.

Online Gaming

The popularity of electronic and video games amongst children has increased dramalically over the last
few years. Advances in technology have meant these devices can be used for a wariety of purposes.
Parents should be awars that many gaming devices can now connect to the internet or feature built-in
web cameras, Some devices even provide online chat capability enabling anyone (including pradators)
to communicate with your child.

Predators have been known to pratend to be a child in order to game and then chat with your child.
Once a friendship has been established, they can request to take the conversation to another Internat
chat or networking site.

You should investigate what internet/chat capabllities your child's devices have and decide whether
they require these facilities. it is your decision whether to sat the avzilable electronic parental controls
on these devices or to disconnect these capabilities.

Signs your child could be at risk:

You find pornography on your child's computer,
Child sex offenders may use pornography as part of the process to facilitate open sexual discussion. It
may also be used to show the child that sex between children and adults is acceptable and normal,

Your child is receiving phone calls from people you don’t know or is calling numbers you don’t
recognise.

It Is very commen for a child sex offender to attampt to speak directly to a child they have met online.
Investigations to date have proven that most want to talk to the child on the telephone for the purpose of
setting up an actual meeting. While your child may be hesitant to give out your home phone number,
the sex offender will give out theirs. If you do not have a silent number and your child calls, the offender
can easily obtain your number using the 'caller ID' function on their telephone.

Your child is spending excessive amounts of time on the intemet.
The longer vour child is online, the higher the likelihood that they will be approached inappropriately, or
be exposed io objectionable material,

While exploring the internet can be a valuable experience, parents should consider monitoring the
amount of time children spend online. Children are at greatest risk from online sexual predators in the
evening, during weekends and on school holidays. Research by investigators at Task Force Argos has
shown that some offenders are online for up to 18 hours at a time. Be aware that visitors to chat rooms
are from ecross the world, not just Australia.

When you enter the room your child changes the screen or turns the computer off.
If your child is engaged in inappropriate conversation or is looking &t pormographic images it is likely
that they will attempt to hide this from you.
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Your child is receiving gifts or mail from peoplelyau don’t know.

Child sex offenders use many strategies to gain thejconfidence and trust of a child, Investigations
conducted by officers from Taskforce Argos have identified that some individuals gradually seducs
children through the use of atiention, affection and gifts. They will send letters and gifts as part of this
process and some will pay for flights so the child Gﬁi'l rmest them.

Your child is becoming withdrawn or displaying|irregular personality characteristics.

Child sex offenders are adept at gaining the confidence of children, providing your child with a
sympathetic and comforting sar, and turning insignificant family problems into major issues in ordar to
gain the affection of your child. Children may also become withdrawn after sexuzl victimisation.

With little or no parental supervision and a willing cHild, it is easier for predators to form strong
relationships with children online. Police have ohsemved occasions when children claim they are ‘in love'
with the predator, even after the predatars true age is revealed, It is Important for parents to note that
some children do aciively seek and participate in sexually explicit conversation and have on occasions
voluntarily met with the adult predator to engage in sexual contact.

Suggesticns to help protect your clhild on the Internet

. Having direct and open communication with your child, taking the time to sit down with them
and discussing their use of the internat is the most important step to protecting them onfine.
Having open lnes of communication allows yeur child to talk to you freely and approach vou
when something is wrong. ‘

s Be aware of the programs and files on your computer. |f you don't feel you have the
knowledge or technical ability to do this, ask a friend, colleague or qualified technician.
!
. Spend time exploring the internst with vour children, and let them teach you about their
favourite wab sites, including the social networking and instant messaging sites they uss,
|
- Take the time to view your child’s online profile and check for information that may be unsafe,
including email addresses, information about their membership of any other networking sites,
unacceptable photos or any uﬂmr'informatinni of concern,

|
" Keep the computer in a room the whole family accasses, not in your child's bedroom.
Opportunities for exploitation by a sexual predator are limited if the computer monitor is visible
to all members of the family. i

& Taskforce Argos has developed the “Family Illﬂernet Safety Agreement’, a contract you agree
upon with your child. The document sets out *gread rules of internet use with your child and is
avallable on the Queensland Police Service website {www. police.qgld.gov.au). If this doss not
meet your needs, sit down with yaur family and devalop your own set of guidelines. to help
protect your child on the internet

L Consider installing filtering and/ar computer blocking software provided by your internat
senvice provider. The Netalert web page (a Gpvernment run arganisation) provides information on
a number of commercially avallable products {www. netalert. gov.au).

|
. Ensure you are able to access your child’s email and randomly check its contents. Remember
they may also be & member of free email scepunts other than the one provided by your internet
service provider. |

. Consider approaching your telephone service provider to discuss options they may be able fo
provide to ensure your privacy and sscurity,

. It is important to remember your child may bej accessing the internet from other locations. Enquire

with your child’s school, public library or anywhere you believe your child uses the internet to
ascertain what safety measures they havelin place.
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Important points to discuss with your children:

. Do not send pictures of themselves {o someons they don't know and never place a full profile and
picture of themselves anywhere on the internet

» Never give out personal information including their name, home address, phone number or
school

- Nevar arrange & face to face meeting with someone they have only engaged with on the internst.

if any of the following si{uations occur, you should immediately contact your local police
station:

= Your child or anyone in the household has received child exploitation material
s Your child has been sexually solicited
= “Your child has received sexually explicit images.
If any of these scenarios occur, keep your computer turnad off in order to preserve evidence.

Remember, ultimately your child’s safety rests with you.

To report information to police call
Crime Stoppers 1800 333 000

Queensland Police Service
Telephons 3364 6464

Task Force Argos, State Crime Operations Command
Telephone 3364 4142

Life threatening emergencies
or crime in prograss call Triple Zero (000)

www police.ald.gov.au
Far further infarmatian on how to enjoy the internet safely visit the Australian

Communications and Media Authority web site hilp/iwww. cybersmeart gov au and
The Australian Internet Safety Advisory Board web site http.f'www.netaler.gov.au,
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Considering Differq!.n’r Learning Styles

We use three main sensory receivers: visual, auditory, and kinesthetic (movement) to leam,
however one learning style is often mare dominant. This dominant style defines the best way
for a person to learn new information by filtering what is to be l2arned. This style may not
always to be the same for some tasks. The learner may prefer one style of learning for one task,
and a combination of others for a differant task.

Classically, our leaming style is forced upon us tiwruugh life like this. from kindergarten to Grade
3, new information is presented to us kinesthetically; Grades 4 to 8 ara usually visually
presented; while Grades @ to university and into the workplace environment, information is most
commonly presented to us auditorily through the juse of lecturas or, in the workplace, via
mestings and conferenceas.

As trainers and presenters, it is important to be aware that learners have different dominant
learning styles, and ensure that we présent information using all three styles. This allows all
learners the opportunity to become involved, no matter what their preferred style may be,

Hints for Recognising and Adapting to Dif‘ferent Learning Styles:

Auditory learners often talk to themselves. Thej also may move their lips and read out loud.
They may have difficulty with reading and writing tasks. They often do better talking to a
colleague or a tape recorder and hearing what was said. To integrate this style into the learning
environment: r

« Beagin new material with a brief explanatign of what is coming. Conclude with a
summary of what has been covered. This is the old adage of "tell them what they are
going to lean, teach them, and tell them what they have learned."

» Use the Socratic method of lecturing by questioning learners to draw as much
information from them as possible and then fill in the gaps with you own expertise.

» Include auditory activities, such as brains.lorming or verbal guizzes. Leave plenty of
time to debrief aclivities. This allows them to make connections of what they leanad
and how it applies to their situation.

= Have the learners verbalise the guestions.
l

+ Deavelop an internal dialogue betweesn yorrself and the learners.

Visual learners have two sub-channels - Hngul'sﬁc and spatial. Learmners who are
visual-linguistic like ta learn through written language, such as reading and writing tasks.
They remember what has besn written down, even if they do not read it more than ence. They
like to write down direciions and pay better attention to lectures if they watch them.

Learners who are visual-spatial usuzlly have difficulty with the written |anguage and do
better with charts, demonstrations, videos, and other visual materials. They easily visualise
faces and places by using their imagination and geldom get lost in new surroundings. To
integrate this style into the learning environmeant:

» Use graphs, charts, illustrations, or other visual aids.
|

« Include outlines, concept maps, agendasiand handouts for reading and taking notes.
!

» Include plenty of content in handouts to re-read after the learning session.

« Leave space in handouts for nﬂte-takinng
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Invite questions to help them stay alert in auditory environments.

Use flip charts io show what will come and what has been presented.
Emphasise key points to cue when to takes notes.

Eliminate potential distractions.

Supplement textual information with illustrations whenever possible.

Have them draw pictures in the margins.

Have the learners envision the topic or have them act out the subject matter,

Kinesthetic learners do bast while touching and moving. It also has two sub-channels:
kinesthetic (movement) and tactile (touch). They tend to lose concentration if there is little or no
external stimulation or movement. When listening to lectures they may want to take notes for
the sake of moving their hands. When reading, they like to scan the material first, and then
focus in on the details (get the big picture first). They typically use colour highlighters and take
notes by drawing pictures, diagrams, or doedling. To integrate this style into the leaming
environment:

Use activities that get the learners up and moving.

Play music, when appropriate, during activities,

Use coloured markers to emphasise key points on flipcharts or white boards.
Give frequent stretch breaks (brain breaks),

Provide toys such as Koosh balls and Play-Dough to give them something to do with
their hands.

To highlight a point, provide lollies, scents, etc. which provides a cross link of scent
(aroma) to the topic at hand (scent can be a powerful cue).

Provide highlighters, colored pens and/or pencils.
Guide learners through a visualisation of complex tasks.

Have them transfer information from the text to another medium such as a keyboard
or a notebook.

Reference: Performance, Lezming, Leadership, & Knowladas, 2009, Visual, Auditory, and Kinesthetic
Learning Styles (VAK) (online) Available: http-//www.nwiink.com/~Donclariihrd/styles/vakt himl [Accessed
8 May 2009].
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Further Reading List

a) For adulis:

Chifid Abuse Prevention:
Briggs, F & McVeity, M 2000, Teaching Children to Profect Themselves, Allen & Unwin, Sydney.

Brigas, F & Hawkins, R 1997, Child Pratection: A Guide for Teachers and Child Care Profassionals,
Allen and Unwin, Sydney.

Robinson, A 2007, The Sitent Crisis: Simple ways E‘Dipmfact childran fram sexual abuse, Silversky
Publishing, Perth, |

Salter, A 2003, Predators: Pedophiles, Rapists and dither Sex Offenders, Who They Are, How They
Operate and How We Can Protect Ourselves and Ouf Children, Basic Books, New York.

Bullying: J
Rigby, K 2008, Chifdren end Bullying: Hew Parents gnd Educatars Can Reduce Bullying At Schoaol,
Wiley-Blackwell, Brisbane,

Rigby, K 2003, Bullying among young chifdran: A g:jjde for parenis and A guide for teachers and
carers, Australian Government Attorney-General’s [ilepartment.

Self Estesanm: |
Ramsey, Robert D 2002, 501 Ways fo Boost Your Child’s Seif Esteem 2™ edition

Plummer, Deborah 2007, Self-Esteam Games for Children
Harley-Brewer, Elizabeth 2008, 100 Tips for ParenL% and Teachers Praising Boys Weil

Harley-Brewer, Elizabeth 2006, 100 Tips for Pc'uu"nsu'ﬂ;'sJ and Teachers Praising Girls Wall

b} For children:

Early Childhood:
Rowley, T 2007, Everyone’s got a bottom, Family Planning Queensland, Brisbane.

Beaumont, K 2004, I Like Myseif (llustrated by David Catrow)

Lower Primary (4 - 8 years): 1

Patterson, S and Feldman, 1 2004, NoNo the Little Seal: The gentle story of a fitte seal who learns to
stay safe, say 'No’, and tell, Innovative Resources, ?endigu.

Surrey Hills Primary School & Munro, H 1994, Try A&aa‘n Red Riding Hood, Essence Publications,
Adelaida.

Middile - Upper Primary {8 — 12 years): |
Anaelo, F, Pritchard, H & Stewart, R 2006, Secret Boys’ Businass (sexual education for boys
approaching puberty, also provides hints for par‘ent&l carers and teachers).

|
Angelo, F, Pritchard, H & Stewart, R 2006, Secrst Gln’s" Businsss (sexuzl education for girls
approaching puberty, also provides hints for parentd carers and teachers).

Ludwig, R 2005, My Secref Bulfy (addresses relational aggression sometimes raferred to as emotional
bullving by a “firlend™)

Reading, N 2008, Rosy and Jack, Innovative Resourges, Bendigo.
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